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Columns Full View

Cancel

CASE STUDY - COLLIBRA PROTECT

By - Ruta Gokhale



PROJECT DETAILS

« Impact - improved the usability, content
and visual design of the form, to help users
create complex queries successfully.

« Team - Sr. UX Designer (me), Lead UX
Designer, Product Manager, Front-end
developer, and Back-end developers

« Length - 6 weeks

« Target users - Privacy teams, Data Stewards,
Governance Officer, Security Officer
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UNDERSTANDING THE PROBLEM

» Managing permissions for data in an organization can get cumbersome.
The permissions vary across hierarchies and departments. Different
groups of people may need varying levels of access to the same data.

 Granting access and approving these requests is a huge bottleneck for
privacy teams or data stewards. It leads to longer waiting times or
increased turnaround times for consumers of data (such as analysts,
data scientists). Additionally, multiple copies of source data are
created. Overall, it reduces efficiency of work.



SOLUTION - COLLIBRA PROTECT

e Collibra Protect was
developed to address this
issue. Collibra Protect
provides a rule creation
capability. It allows privacy
teams to streamline access
to sensitive data.

« Collibra Protect becomes
the central place to manage
permissions and data access
for different data sources.
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COLLIBRA PROTECT WORKFLOW AT A GLANCE

Import data from source
eg. Snowflake, AWS

.

Catalog the data, assets,
and relationships

t Build a governance model W

— e— e— C— — — — — —  e—

Manage policies
and data access

— — — — C— C— — — — — — — — — — — — — — —  — e—

COLLIBRA PROTECT

Add policies, laws,

: Create Data
and procedures in

Access rules

Policy Manager

t Sensitive data is protected W

— —— —— c— — — — — e— e— e—

Push access rules
and permissions
to the data source

— — c—— c— — — — — — —



USABILITY TEST INSIGHTS

 Descriptions of different terminologies
wasn’t very well understood.

 Users weren’t confident of having
completed a task successfully.

 Pushing protections from Collibra to
the data source was seen as a highly
useful feature.

« The maturity of an organization’s data
governance process is a big factor in
deciding if this product will be
immediately useful.

“It's funny that you said | protected [the data]. That wasn't really my feeling after completing [the task].”

— User describing the uncertainty he felt that the data was truly protected.

Each task asked users
to create a “rule”
that protected the
database in a specific
way. Each task got
progressively difficult.

\ >

Task Success Rate

® Success @ Success wilh Nudge @ Failure SEQ Score

Metrics

Aggregate System Usability Scale (SUS) for the prototype.




FORM RE-DESIGN

Create Data Access Rule

Use data access rules to grant groups different access to the same data in data sets, business processes, or identified by data
categories. You can mask or hide columns by their data category. You can also conditionally filter rows based on code set values,

Rule Mame *

Description

Set rule for

Select assets (data sets, data categories, or business processes) to create data access rules, for user groups imported from the data

Define Rule source. The rule will impact columns linked to the selected assets.

FUIE HarTTe groups * | Start typing a group name and press enter w

Description (optional) assets*  Start typing an asset name and press enter w
Grant access

Grant view access to

Pl Grant access to the data linked to these assets.

Group - +
By selecting this option, additional access is given to the data tables or columns linked with the selected assets. If this box is
for [AssetMame - + unchecked, no access is given to the selected assets, but they can still be protected.
except for  Data Category v -1
Filter data
i Masking Jata Category : 5 . " " = .
Wik [Masnan | dor [P sk N + Use filter options to include or exclude data based on row values. Filtering is based on what value is stored in the cell of that
particular column.
and  Hide v rows where | Data Classification hd has  Code Set v -+
+ Filter
Preview
Mask data
Apply masking to protect parts of data so user groups do not see the content as it is, but instead see a masked version of it.
for EEIERECITSIaT Data Classification | Start typing a data category name and press enter v
protect columns with  Default masking v  ®
+ Masking

< Generate preview

Cancel Save rule




DESIGN DETAILS - INFORMATION

Split the information (dropdowns) into
separate sections, to make it more
readable and easily digestible.

Create Data Access R

Define Rule

(F.‘u-e Mame \

Description (optional)

Grant view access to

Group - 4+
for Asset Mame - +-
except for  Data Category v b
with Masking - for Data Category - 4
Cnd Hide v rows where | Data Classification - has Code Sat - +)

preview

Create Data Access Rule

[USE data access rules to grant groups different access to the same data in data sets, business processes, or identified by data
categories. You can mask or hide columns by their data category. You can also conditionally filter rows based on code set values,

Rule Mame *

Description

\_ J
fSEt rule for )

Select assets (data sets, data categories, or business processes) to create data access rules, for user groups imported from the data
source, The rule will impact columns linked to the selected assets.

groups ™ | Start typing a group name and press entey b
CSSELS * | Start typing an asset name and press enter o J
Grant access

Grant access to the data linked to these assets.

By selecting this option, additional access is given to the data tables or columns linked with the selected assets. If this box is
unchecked, no access is given to the selected assets, but they can still be protected.

\_

[Filter data

VAN

Use filter options to include or exclude data based on row values. Filtering is based on what value is stored in the cell of that
particular column.

-+ Filter
\

(Mask data

Apply masking to protect parts of data so user groups do not see the content as it is, but instead see a masked version of it

AN

for EEIEREEITSIgU Data Classificatlon | Start typing a data category name and press enter

protect columns with  Default masking v | (D)

-+ Masking
\_ _/

< Generate preview

Cancel Save rule




DESIGN DETAILS - CONTENT

 Audited the language and contentin
the entire application, improved the
UX copy.

» Made changes to labels and button text
so that they’re consistent throughout
the application.

« Added headers and in-context help to
help users understand what to expect
in each section.

lUse data aceess rules to grant groups different access to the same data in data sets, business processes, or identified by data
categories. You can mask or hide columns by their data category. You can also conditionally filter rows based on code set values,

Rule Mame *

Description

Set rule for

Select assels (data sets, data categories, or business processes) to create data access rules, for user groups imported from the data
source, The rule will impact columns linked to the selected assets.

groups ™ | Start typing a group name and press entey o
assets* | Start typing an asset name and press ente o
Grant access

Grant access to the data linked to these assets.

By selecting this option, additional access is given to the data tables or columns linked with the selected assets. If this box is
unchecked, no access is given to the selected assets, but they can still be protected.

Filter data

Use filter options to include or exclude data based on row values. Filtering is based on what value is stored in the cell of that
particular column.

+ Filter

Mask data

Apply masking to protect parts of data so user groups do not see the content as it is, but instead see a masked version of it

for EEIEREEITSIgU Data Classificatlon | Start typing a data category name and press enter

protect columns with  Default masking v | (D)
+ Masking

< Generate preview

Cancel Save rule




DESIGN DETAILS - VISUAL DESIGN

 Audited the Ul elements of the form.
Updated the design system
components to the latest version.

» Modified the visual design of certain
sections.

Create Data Access Rule

Define Rule

Rule Name

Description (optional)

Grant view access to

Group - 4

for  Asset Mame - i

except for  Data Category - +

with  Masking r for | Data Category - 4+

and Hide v rows where  Data Classification - has Code Set v -

preview

Create Data Access Rule

lUse data aceess rules to grant groups different access to the same data in data sets, business processes, or identified by data
categories. You can mask or hide columns by their data category. You can also conditionally filter rows based on code set values,

Rule Mame *

Description

Set rule for

Select assels (data sets, data categories, or business processes) to create data access rules, for user groups imported from the data
source, The rule will impact columns linked to the selected assets.

groups ™ | Start typing a group name and press entey o
assets* | Start typing an asset name and press ente o
Grant access

Pl Grant access to the data linked to these assets.

By selecting this option, additional access is given to the data tables or columns linked with the selected assets. If this box is
unchecked, no access is given to the selected assets, but they can still be protected.

Filter data

Use filter options to include or exclude data based on row values. Filtering is based on what value is stored in the cell of that
particular column.

+ Filter

Mask data

Apply masking to protect parts of data so user groups do not see the content as it is, but instead see a masked version of it

for EEIEREEITSIgU Data Classificatlon | Start typing a data category name and press enter

protect columns with  Default masking v | (D)
+ Masking

< Generate preview

Cancel Save rule




FORM RE-DESIGN (POPULATED)

Before

Define Rule

Customner Churn Access General

o custamer churn numbers with sensitive things hidden and masked

Grant view access Lo

Grant view access to Marketing and Sales

for Customer Churm Analysis, Custormer Churn Analysis 2, and Customer Churn Analysis 3
except for Direct Pl

with SHA-2 Hashing for Custemer 1D and

with show last 4 for Credit card number

and hide rows where Country has Country Code BE

and hide rows where Country has Country Code NL

Preview

Customer Churn Data Set =

Column t @ Access + 7 | Data Category t 2
Customer 1D lMaskrd Customer D

First Name ¥ None Direct Pil

Last Hame X none Direct Pil

Regian " Full view

Country Filtered

Lifetime value  Full View

Last support date o Full View

Start date v Full View

Credit card number Masked Credit card nuember
Another column " Full View

Age Masked Age

Mare data hers o Full View

There could " Full View

Be lots of " FullView

Columns " Full View

Marketng A
and  Sales v -+ =
far Custamer Chum Analysis -
and Customer Churm Analysis 2 L “+ -
and  Customer Churn Analysis 3 - + =
except for  Direct Pl - + =
with  SHA-Z Hashing * for  CustomeriD -
with  Show Last - 4 for  Credit card number v
with Replace with @ - for  Age -
and  Hide A rows where  Country v has  Country Code
and  Hida - rows where  Country - has  Country fode
Summary

- BE -
- ML - i
Masking Code Value
1B50403328E16FOF231 DIFBAS1G0DI0B
X BE NL

AN GETR

Use data access rules to grant groups different access to the same data in data sets, business processes, or identified by data
categories. You can mask or hide columns by their data category. You can also conditionally filter rows based on code set values,

Rule Mame *

Restrict access to personal data

Description

Protect all the Pil and PI data of the org.

Set rule for

Select assels (data sets, data categories, or business processes) to create data access rules, for user groups imported from the data
source. The rule will impact columns linked to the selected assets

groups * Start typing a group name and press enter b
Human Resources X Admins X Marketing X Managers X
Executive Leadership X Tech Staff X

assets * | Start typing an asset name and press enter M

PIIX  PIX Personal Information X Customer Data X Marketing Data X

Grant access

Grant access to the data linked to these assets.

By selecting this option, additional access is given to the data tables or columns linked with the selected assets. If this box is
unchecked, no access is given to the selected assets, but they can still be protected

Filter data

Use filter options to include or exclude data based on row values. Filtering is based on what value is stored in the cell of that
particular column,

Include £ rows where Country e
has Country codes W with | Select code value b4
UsxX BEX W Delete
+ Filter
Mask data

Apply masking to protect parts of data so user groups do not see the content as it is, but instead see a masked version of it.

for BEEICREIC-LR Data Classification | Start typing a data category name and press enter
PIX PUX  Personal Information X

Geographic Information X

protect columns with  Default masking v @

for Data Classification | Siart typing a data category name and press enter
Credit Card Number X

protect columns with  Show last ~ 4~ characters G} ¥ Delete
-+ Masking

Summary

Grant access to Human Resources, Admins, Marketing, Managers, Executive Leadership and Tech Staff
for PIl, P|, Persanal Information, Customer Data, and Marketing Data

Include rows classified as a Country with a value equal to U5 and BE

With default masking for F|, Pll, Personal Information and Geographic Information

and show last 4 for Credit Card Information.

< Generate preview

Pl Pl Personal Information Geographic Information

Column name Access Masking | Masking Agent Code Value
Customer |D Masked 1B504D3328E16FDF281D1F Pl

First Name Masked 68lsdh!%beDS673Lob@d709 Persanal Information

Last Name Masked 3412ds$n6094dFGRYMZSVFRT Persanal Information

Region " Full View

Country Filtered BE, US
Lifetime value W Full View

Last support date " Full view

Start date " Full View

Credit card number Masked Fhhkhk R FERFGQ00

Another column W Full View DATT Some data att

Also a column " Full view

Mare data here v Full View

There could " Full View

Be lats of " Full View Persanal Infor... &

Columns " Full view 1D number

Cancel Save rule




DESIGN DETAILS

After

Set rule for

Select assets (data sets, data catepories, or business processes) to create data access rules, for user groups imported from the data
source, The rule will impact columns linked to the selected assets.

groups *

assets *

Before

Start typing a group name and press enter o

Human Resources X Admins X Marketing X  Managers X

Executive Leadership X  Tech Staff X

Start typing an asset name and press enter w

PiLX PIX Personal Information X Customer Data X Marketing Data X

Grant view access to

Marketing

and  Sales v o= =

for  Customer Churn Analysis v

and  Customer Churn Analysis 2 v =

and  Customer Churn Analysis 3 v S .

except for

Direct Pl v -+ —

Create Data /

Use data access rules to grant groups different access to the same data in data sets, business processes, or identified by data
categories. You can mask or hide columns by their data category. You can also conditionally filter rows based on code set values,

Rule Name *

Restrict access to personal data

Description

Protect all the Pll and Pl data of the org.

@ rule for \

Select assets (data sets, data categories, or business processes) to create data access rules, for user groups imported from the data
source. The rule will impact columns linked to the selected assets.

groups® | Start typing a group name and press enter W

Human Resources X Admins X Marketing X Managers X

’ Executive Leadership X Tech Staff X
assets *  Start typing an asset name and press enter b
\ PHX PIX Personal Information X Customer Data X Marketing Data X )
Grant access

Grant access to the data linked to these assets.

By selecting this option, additional access is given to the data tables or columns linked with the selected assets. If this box is
unchecked, no access is given to the selected assets, but they can still be protected.

Filter data

Use filter options to include or exclude data based on row values. Filtering is based on what value is stored in the cell of that
particular column,

Include g rows where  Country s
has Country codes w with | Select code value b
Usx BEX ¥ Delete
+ Filter
Mask data

Apply masking to protect parts of data so user groups do not see the content as it is, but instead see a masked version of it.

for QEEIEREIC-LLE Data Classification | Start typing a data category name and press enter
PIX  PIX  Personal Information X

Geographic Information X

protect columns with  Default masking v ®

for QREIEREIC-GE Data Classification | Start typing a data category name and press enter

Credit Card Number X

protect columns with  Show last v 4 v  characters (@) ¥ Delete
+ Masking

Summary

Grant access to Human Resources, Admins, Marketing, Managers, Executive Leadership and Tech Staff
for Pll, PI, Personal Information, Customer Data, and Marketing Data

Include rows classified as a Country with a value equal to US and BE

With default masking for Pl, PIl, Personal Information and Geographic Information

and show last 4 for Credit Card Information.

< Generate preview

] Pl Personal Information Geographic Information

Column name Access Masking | Masking Agent Code Value
Customer 1D Masked 1B504D3328E16FDF281D1FL Pll

First Name Masked 68lsdhi%beD5673Lob@d709 Personal Information

Last Name Masked 3412ds$n6094dFGRYU2ZSVFRT Persanal Information

Region W Full View

Country Filtered BE, US
Lifetime value W Full View

Last support date W Full View

Start date " Full View

Credit card number Masked FEEFARFAFERFGOOG

Another column W Full View DATT | Some data att

Also a column W Full View

Mare data here W Full View

There could W Full View

Be lats of " Full View Persanal Infor... &

Colurmns W Full View ID number

Cancel Save rule




DESIGN DETAILS

Before

with  SHA-2 Hashing v for  Customer ID v
with Show Last v 4 for Credit card number v == =

with  Replace with 9 v  for Age % . =

After

Mask data

Apply masking to protect parts of data so user groups do not see the content as it is, but instead see a masked version of it

for EEEIGReCIG:LIg Data Classification | Start typing a data category name and press enter
PIX PllX Personal Information X

Geographic Information X

protect columns with  Default masking v (i)

for QECIGRECIC-GIg" Data Classification | Start typing a data category name and press enter  w

Credit Card Number X

protect columns with  Show last v 4 v  characters (0 ¥ Delete

<+ Masking

Create Data .

Use data access rules to grant groups different access to the same data in data sets, business processes, or identified by data
categories. You can mask or hide columns by their data category. You can also conditionally filter rows based on code set values,

Rule Name *

Restrict access to personal data

Description

Protect all the Pll and Pl data of the org.

Set rule for

Select assets (data sets, data categories, or business processes) to create data access rules, for user groups imported from the data
source. The rule will impact columns linked to the selected assets.

groups * Start typing a group name and press enter Ve
Human Resources X Admins X Marketing X Managers X
Executive Leadership X Tech Staff X

assets *  Start typing an asset name and press enter b

PHX PIX Personal Information X Customer Data X Marketing Data X

Grant access

Grant access to the data linked to these assets.

By selecting this option, additional access is given to the data tables or columns linked with the selected assets. If this box is
unchecked, no access is given to the selected assets, but they can still be protected.

Filter data

Use filter options to include or exclude data based on row values. Filtering is based on what value is stored in the cell of that
particular column,

Include g rows where  Country s
has Country codes w with | Select code value b
Usx BEX ¥ Delete
+ Filter

Apply masking to protect parts of data so user groups do not see the content as it is, but instead see a masked version of it.

for QEEIEREIC-LLE Data Classification | Start typing a data category name and press enter
PIX  PIX  Personal Information X

Geographic Information X

"1 protect columns with  Default masking v ®
for QREIEREIC-GE Data Classification | Start typing a data category name and press enter
Credit Card Number X
protect columns with  Show last v 4 v  characters (@) ¥ Delete
\+Mask‘|ng )
Summary

Grant access to Human Resources, Admins, Marketing, Managers, Executive Leadership and Tech Staff
for Pll, PI, Personal Information, Customer Data, and Marketing Data

Include rows classified as a Country with a value equal to US and BE

With default masking for Pl, PIl, Personal Information and Geographic Information

and show last 4 for Credit Card Information.

< Generate preview

] Pl Personal Information Geographic Information

Column name Access Masking | Masking Agent Code Value
Customer 1D Masked 1B504D3328E16FDF281D1FL Pll

First Name Masked 68lsdhi%beD5673Lob@d709 Personal Information

Last Name Masked 3412ds$n6094dFGRYU2ZSVFRT Persanal Information

Region W Full View

Country Filtered BE, US
Lifetime value W Full View

Last support date W Full View

Start date " Full View

Credit card number Masked FEEFARFAFERFGOOG

Another column W Full View DATT | Some data att

Also a column W Full View

Mare data here W Full View

There could W Full View

Be lats of " Full View Persanal Infor... &

Colurmns W Full View ID number

Cancel Save rule




DESIGN DETAILS

Before

Summary

Grant view access to Marketing and Sales

for Customer Churn Analysis, Customer Churn Analysis 2, and Customer Churn Analysis 3
except for Direct PII

with SHA-2 Hashing for Customer ID and

with show last 4 for Credit card number

and hide rows where Country has Country Code BE

and hide rows where Country has Country Code NL

After

Summary

Grant access to Human Resources, Admins, Marketing, Managers, Executive Leadership and Tech Staff
for Pil, Pl, Personal Information, Customer Data, and Marketing Data

Include rows classified as a Country with a value equal to US and BE

With default masking for Pl, Pll, Personal Information and Geographic Information

and show last 4 for Credit Card Information,

Create Data .

Use data access rules to grant groups different access to the same data in data sets, business processes, or identified by data
categories. You can mask or hide columns by their data category. You can also conditionally filter rows based on code set values,

Rule Name *

Restrict access to personal data

Description

Protect all the Pll and Pl data of the org.

Set rule for

Select assets (data sets, data categories, or business processes) to create data access rules, for user groups imported from the data
source. The rule will impact columns linked to the selected assets.

groups * Start typing a group name and press enter Ve
Human Resources X Admins X Marketing X Managers X
Executive Leadership X Tech Staff X

assets * | Start typing an asset name and press enter b

PHX PIX Personal Information X Customer Data X Marketing Data X

Grant access

Grant access to the data linked to these assets.

By selecting this option, additional access is given to the data tables or columns linked with the selected assets. If this box is
unchecked, no access is given to the selected assets, but they can still be protected.

Filter data

Use filter options to include or exclude data based on row values. Filtering is based on what value is stored in the cell of that
particular column,

Include g rows where  Country s
has Country codes w with | Select code value b
Usx BEX ¥ Delete
+ Filter
Mask data

Apply masking to protect parts of data so user groups do not see the content as it is, but instead see a masked version of it.

for QEEIEREIC-LLE Data Classification | Start typing a data category name and press enter
PIX  PIX  Personal Information X

Geographic Information X

protect columns with  Default masking v ®

for BUEIEREIEECIE Data Classification | | Start typing a data category name and press enter

Credit Card Number X

protect columns with  Show last v 4 v  characters (@) ¥ Delete

+ Masking

Summary

Grant access to Human Resources, Admins, Marketing, Managers, Executive Leadership and Tech Staff
for Pll, PI, Personal Information, Customer Data, and Marketing Data

Include rows classified as a Country with a value equal to US and BE

With default masking for PI, PIl, Personal Information and Geographic Information

and show last 4 for Credit Card Information.

< Generate preview

] Pl Personal Information Geographic Information

Column name Access Masking | Masking Agent Code Value
Customer 1D Masked 1B504D3328E16FDF281D1FL Pll

First Name Masked 68lsdhi%beD5673Lob@d709 Personal Information

Last Name Masked 3412ds$n6094dFGRYU2ZSVFRT Persanal Information

Region W Full View

Country Filtered BE, US
Lifetime value W Full View

Last support date W Full View

Start date " Full View

Credit card number Masked FkERRERFEREGOO]

Another column W Full View DATT | Some data att

Also a column W Full View

Mare data here W Full View

There could W Full View

Be lats of " Full View Persanal Infor... &

Colurmns W Full View ID number

Cancel Save rule




DESIGN DETAILS

Added detailed documentation, covering error

states and other specs for developers.

Improvements to the asset dropdowns

v1 - Intermediate solution
Custo ~
Customer Churn Analysis
Customer Churn Analysis Il
sl Customer Intake

Bl Customer data

v2 - Target solution

Custo

&3 Data Privacy Building Blocks » [ Data Categories
P38 Customer Churn Analysis

&b Data Privacy Building Blocks » 9 Data Categories
sl Customer Churn Analysis Il

&3 Data Privacy Building Blocks » £ GDPR Laws » [J Customer Processes
diiels) Customer Churn Analysis Il

i Business Analysts Community » [ Customer Data

Bl Customerdata

Proposed improvements to asset tags
[EEIE customer Churn Analysis X

Possible improvement to icon shape once
Protect moves to Arbor library

Customer Onboarding Process X

Tags

Asset deleted X

Pil X Asset deleted X  Personal Information X Customer Data X  Marketing Data X

Summary

Summary

Grant access to Human Resources, Admins, Marketing, Managers, Executive Leadership and Tech Staff

for Pll, Asset deleted, Personal Information, Customer Data, and Marketing Data
Include rows classified as a Country with a value equal to US and BE

With default masking for Fl, Pll, Personal Information and Geographic Information
and show last 4 for Credit Card Infarmation,

Adding filters

Step |

Filter data

Use filter options to include or exclude data based on row values. Filtering is based on what value is stored in the cell of that
particular column.

+ Filter

Step Il

Filter data

Use filter options to include or exclude data based on row values. Filtering Is based on what value is stored in the cell of that
particular column.

Include L rows where Select a data classification st
has Select a code set w with | Select a code value e % Delete
<+ Filter
Step Il
Filter data

Use filter options to include or exclude data based on row values. Filtering Is based on what value Is stored in the cell of that
particular calumn,

Include w rows where  Country -
has Country codes w with | Select code value '
Usx BEX # Delete
+ Filter
Step IV
Filter data

Use filter options to include or exclude data based on row values. Filtering Is based an what value is stored in the cell ef that
particular calumn,

Include w rows where  Country w
has Country codes e with Select code value e
Usx BEX ® Delete
Exclude o rows where  Country o
has Country codes e with | Select code value e
PL X w Delete
+ Filter



FINAL DELVERABLES

Rules Modal - FINAL DESIGNS

Data Access Rules - Final designs and details
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CONCLUSION

As | reflect on the project outcomes, here are a few things | am proud of accomplishing:
» Improved the usability of the application in an efficient way.
o Built trust with the product manager and good rapport with the developers.

« Discovered better touchpoints and an improved design process.



Data Protection Standards

(#) Browse

& Protect

Data Access Rules

Data Access Rules

Data Source Policies

Groups

Audit

Data access rules can be used to grant groups access to a less restrictive view of the data that overrides default data from a

Data Protection Standard,

Want to define a default data protection? Create a Data Protection St

Recently Modified Rules

Customer Churn Analysis Access

Data Access Rule

Group
Marketing, Product

Asset

{08 Business Process: Customer Churn A...

Rule Name t

Customer Churn Analysis Access
Customer Churn Analysis Access

Customer Churn Analysis Access

Customer Churn Analysis Access
Customer Churn Analysis Access
Customer Churn Analysis Access
Customer Churn Analysis Access
Customer Churn Analysis Access
Customer Churn Analysis Access
Customer Churn Analysis Access
Customer Churn Analysis Access
Customer Churn Analysis Access

Customer Churn Analysis Access

L L Al

Active
Pending
Failed @
Delete Pending
Not Deleted
Active

Active

Active

Active

Active

Active

Failed @
Failed @

Active

A

Customer Churn Analysis Access

Dota Access Rule

Group
Marketing, Product

Asset

ELEIE Business Process: Customer Churn...

Synchronization Status | Groups

Marketing, Product
Marketing, Product

Marketing, Product

Marketing, Product
Marketing, Product
Marketing, Product
Marketing. Product
Marketing, Product
Marketing, Product
Marketing, Product
Marketing. Product
Marketing, Product

Marketing, Product

7S Y W o

Create Data Access Rule

Customer Churn Analysis Access

Data Access Rule

Group

Marketing, Product

Asset

| Affected Asset
IEEEE customer Churn Analysis
LG customer Churn Analysis

Customer Churn Analysis

G customer Churn Analysis
LG customer Churn Analysis
m Customer Churn Analysis
Customer Churn Analysis
LG customer Churn Analysis
LG customer Churn Analysis

EIEIE customer Churn Analysis

LI customer Churn Analysis

LGS customer Churn Analysis

[i{e]s Business Process: Customer Churn A...

| Rule Type |
Grant access
Grant access and protect dz

Grant access

Protect data
Protect data
Grant access and protect dz
Grant access and protect dz

Grant access and protect dz

Grant access and protect dz

Grant access

Grant access

Customer Churn Analysis Access

Dota Access Rule

Group
Marketing, Product

Asset

Created by | Created Date

ﬂ Dora Portman Jan 1, 2022, 9:00 am

fi DoraPortman  Jan 1, 2022, 9:00 am
§i DoraPortman  Jan1, 2022, 9:00 am
§i DoraPortman  Jan 1, 2022, %:00 am
ki DoraPartman Jan 1, 2022, 9:00 am
f}, Dara Portman lan 1, 2022, 9:00 am
f; Dora Portman Jan 1, 2022, 5:00 am
§i DoraPortman  Jan1,2022, 9:00 am
f; Dora Portman lan 1, 2022, 9:00 am
f}, Dara Portman lan 1, 2022, 9:00 am
§i DoraPortman  |an 1, 2022, 9:00 am

Jan 1, 2022, 9:00 am

§i DoraPortman

lan 1, 2022, 2:00 am

el Business Process: Customer Churn A...

Last Modified

Jan 18th, 2022, 3:00 p
Jan 18th, 2022, 2:00 pn

Jan 19th, 2022, 3:00 pr|

lan 19th, 2022, 3:00 pr
Jan 158th, 2022, 3:00 pn
Jan 159th, 2022, 3:00 pr|
Jan 19th, 2022, 3:00 pn
Jan 19th, 2022, 3:00 pn
Jan 158th, 2022, 3:00 pn
Jan 19th, 2022, 3:00 pn
Jan 19th, 2022, 3:00 pn
Jan 19th, 2022, 3:00 pr|

Jan 18th, 2022, 3:00 pn

ags Rule X

Use data access rules to grant groups different access to the same data in data sets, business processes, or identified by data
categories. You can mask or hide columns by their data catepary. You can also conditionally filter rows based on code set values,

Rule Name *

Description

Set rule for

Select assets (data sets, data catepories, or business processes) to create data access rules, for user groups importad from the data
source. The rule will impact columns linked to the selected assets.

groups * | Start typing a group name and press enter o
assets ¥ | Start typing an asset name and press entey w
Grant access

Grant access to the data linked to these assets.

By selecting this option, additional access is given to the data tables or columns linked with the selected assets. If this box is
unchecked, no access is given to the selected assets, but they can still be protected.

Filter data

Use filter options to include er exclude data based on row values. Filtering is based on what value is stored in the cell of that
particular column.

+ Filter

Mask data

Apply masking to protect parts of data so user groups do not see the content as it is, but instead see a masked version of it

for EEIEReEILIT Data Classification

protect columns with

Start typing a data category na

e and press enter A

Default masking v | (D
+ Masking

< Generate preview

Cancel Save rule

THANK YOU




