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PROJECT DETAILS 

� Impact - improved the usability, content 
and visual design of the form, to help users 
create complex queries successfully�

� Team - Sr. UX Designer (me), Lead UX 
Designer, Product Manager, Front-end 
developer, and Back-end developer�

� Length - 6 week�

� Target users - Privacy teams, Data Stewards, 
Governance Officer, Security Officer

Data Access Rule form



� Managing permissions for data in an organization can get cumbersome. 
The permissions vary across hierarchies and departments. Different 
groups of people may need varying levels of access to the same data�

� Granting access and approving these requests is a huge bottleneck for 
privacy teams or data stewards. It leads to longer waiting times or 
increased turnaround times for consumers of data (such as analysts, 
data scientists). Additionally, multiple copies of source data are 
created. Overall, it reduces efficiency of work.

UNDERSTANDING THE PROBLEM



SOLUTION - COLLIBRA PROTECT

� Collibra Protect was 
developed to address this 
issue. Collibra Protect 
provides a rule creation 
capability. It allows privacy 
teams to streamline access 
to sensitive data�

� Collibra Protect becomes 
the central place to manage 
permissions and data access 
for different data sources.  



COLLIBRA PROTECT WORKFLOW AT A GLANCE

Import data from source 
eg. Snowflake, AWS

Catalog the data, assets, 

and relationships

Build a governance model Sensitive data is protected

Manage policies

and data access

Add policies, laws, 
and procedures in 
Policy Manager

Create Data 
Access rules

Push access rules 
and permissions 
to the data source 

COLLIBRA  PROTECT



USABILITY TEST INSIGHTS

� Descriptions of different terminologies 
wasn’t very well understood�

� Users weren’t confident of having 
completed a task successfully.�

� Pushing protections from Collibra to 
the data source was seen as a highly 
useful feature�

� The maturity of an organization’s data 
governance process is a big factor in 
deciding if this product will be 
immediately useful.

Each task asked users 
to create a “rule” 
that protected the 
database in a specific 
way. Each task got 
progressively difficult.



FORM RE-DESIGN
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DESIGN DETAILS - INFORMATION

Split the information (dropdowns) into 
separate sections, to make it more 
readable and easily digestible.



DESIGN DETAILS - CONTENT

� Audited the language and content in 
the entire application, improved the  
UX copy�

� Made changes to labels and button text 
so that they’re consistent throughout 
the application�

� Added headers and in-context help to 
help users understand what to expect 
in each section.



DESIGN DETAILS - VISUAL DESIGN

� Audited the UI elements of the form. 
Updated the design system 
components to the latest version�

� Modified the visual design of certain 
sections.



FORM RE-DESIGN (POPULATED) After
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DESIGN DETAILS
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DESIGN DETAILS
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DESIGN DETAILS

Before
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DESIGN DETAILS

Added detailed documentation, covering error 
states and other specs for developers.



FINAL DELIVERABLES



CONCLUSION

As I reflect on the project outcomes, here are a few things I am proud of accomplishing�

� Improved the usability of the application in an efficient way�

� Built trust with the product manager and good rapport with the developers�

� Discovered better touchpoints and an improved design process.



THANK YOU


